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ABSTRACT: This research paper delves into the process of designing and developing an all-in-one
platform that aims to improve the efficiency and security of audit processes. The proposed tool
provides how digital management of a complex process such as auditing an organization can be
simplified through a simple solution. Compliance and Audit Tool provides a centralized platform for
conducting audits, creating and managing templates, and providing granular access control. This
approach not only provides streamlined audit execution but also enhances transparency and
accountability in compliance management. The scope of this research is to design and develop a
system that increases the efficiency and security of the auditing process. Our focus areas were to
increase user data isolation which can be implemented in hierarchical role management. The result
demonstrates a scalable auditing system which provides simple management and monitoring, proper
access control for users, creating templates, conducting assessment and accurate report generation.
It is developed with Next.js MERN stack, MongoDB and JWT secure authentication system.

KEYWORDS: Access Control, Compliance, Audit, Assessment, Regulations, Authorization,
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INTRODUCTION

Auditing is the process of examining and verifying the security postures and standards of an
organization. Any organization needs to conduct an assessment of some form to make sure that
it is secure and robust to some extent. Lack of such assessments can be fatal for an organization
as these audits show what vulnerabilities these organizations have and what measures can be
taken. The reports generated by these audits generate suggestions regarding improvement,
enhancement and robust optimization for the organization structure and relevant systems.
Organizations have to follow and abide by some compliances and regulations, related to their
sector or domain. The compliance requires the organization to adhere to certain laws,
regulations and guidances that are imposed by Auditors and Regulatory bodies like the
government.

In this digital landscape of regulations and business operations, organizations must maintain
rigorous compliance standards to improve their security posture. These measures are taken to
ensure security, accountability, transparency, integrity of data, and proper access control.
Consistent audits and assessments of organizations are critical in identifying risks and making
sure that the security practices align with the compliance frameworks that are being followed.
However, there are still many legacy organizations that still conduct audits and assessments
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with manual, semi-digital, laborious methods. They have serious disadvantages in the process
that lacks structure, transparency, and most importantly, scalability.

Traditional auditing and assessment systems often fail to keep up with the complexity of
modern organization. Complexities like number of users, distributed teams, different
compliances for multiple sectors, hierarchy of roles and regulations, multi-level workflow
approvals. Lack of a proper access control makes it more difficult to maintain accountability,
ensure appropriate responsibility and clear audit trails.

To address and solve these gaps, this paper presents the system ’Compliance and Audit Tool’,
which is software that streamlines the creation and management of assessments and templates,
promotes a structured assessment process, and introduces a granular user segmentation across
distinct organization layers. To provide a distinct separation between many user roles, the
divides them in two sides: the Platform side, which has the roles: Access Manager, Template
Manager and Template Reviewer; and the Client side, which has the roles: Client Owner, Client
Admin and Client User. During an audit assessment, the Client Admin assigns and divides the
Client Users in an organization into three different roles based on their tasks: Assessee,
Assessor, and Supervisor.

LITERATURE REVIEW
Compliance Auditing in Legacy Organization

In the traditional auditing process, auditors manually review all the printed documentation or
digital documentation provided by the organization. The provided information was then
validated by conducting physical interviews and On-premise walk-throughs of the
environment. Auditors used printed or spreadsheet-based assessment checklists that aligns with
the frameworks and templates. Then, scoring and results are calculated manually. Risk levels
are defined based on simple heuristics and the report is compiled manually. The whole process
takes weeks or even months, resulting in slower implementation of the patches and fixes.

Perception of Audit and Auditing Profession

This study titled,[1]’ Auditor Perceptions of Audit Workloads, Audit Quality, and the Auditing
Profession’ conducted by Persellin et al. from Trinity University, described the perspective
from over 700 auditors that auditing as a process can be very demanding with the workload,
that the auditors find the process less rewarding and ineffective. Manual process for auditors
leads to negative impact, and they believe that audit quality begins to suffer.

Access Control Models

Task-Role Based Dual Access Control Model’ by ZHANG et al. [2] proposed a task-based
dynamic management system that could be beneficial by providing advantages of both RBAC
model (Role Based Access Control) and TBAC model(Task Based Access Control). In the
TBAC model, roles are appointed to an individual, who then acquires the task that needs to be
carried out by the roles, and owns its permission when the task gets executed.

A Systematic Literature Review on Compliance Requirements Management of Business
Processes

Author: A. M. Mustapha, O. T. Arogundade, S. Misra, R. Damasevicius, and R. Maskeliunas
[3]. Key Points: Research contributions revealed that the approaches more of formal techniques
instead and formal checking and semantic methods. Hence, the compliances should be defined
after a proper analysis of each criterion.
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Audit Logs Management and Security—A Survey

Author: Ali, Ahmad, Mansoor Ahmed, and Abid Khan. Key Points: Presents how Logs are
important [5] and crucial for finding abnormal activities and promoting accountability and
transparency.

Securing Distributed Systems: A Survey on Access Control Techniques for Cloud, Blockchain,
IoT and SDN

Author: Golightly, L., Modesti, P., Garcia, R., & Chang, V. Key Points: It was discussed that
adoption strategies for Access Control prevents unauthorized users from accessing protected
data [13] and how it could be integrated into network architecture strategy.

A Survey on Forensics and Compliance Auditing for Critical Infrastructure Protection

Author: Henriques, J., Caldeira, F., Cruz, T., & Simdes, P. Key Points: The collected survey
resulted in development of a reference Forensics [14] and Compliance Auditing (FCA)
Architecture, which was introduced as a generic template for converged platforms. These
would guide them on future research on forensics.

PROPOSED METHODOLOGY
Platform Side

One of the goals for this project was to provide a platform that can manage different types of
users, based on their roles [2]. Hence, the users were categorized into two sides: Platform Side
and Client Side. The platform side is mainly populated by developers, administrators, or any
member of authority and trust for the given task. The Access Manager is at the top of the chain,
as it provides access to users like the Template Manager and the Template Reviewer. These
roles are generally consequential on a global level. Meaning, every change they conduct
reflects on all users of the platform.
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Figure 1: Represents the User Architecture

A template created by the Template Manager is first reviewed and evaluated by the Template
Reviewer. Reviewers can approve or reject the template with proper feedback attached to them.
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Once the template gets the seal of approval from the Template Reviewer, it is then published
for the entire user base to refer to. These templates are then available in the *General Template’
section, along with other predefined frameworks and templates.

Access Manager can also do something very crucial, which opens up the Client Side. They can
create an organization. These organizations are the actual users of the software. They ask for
the services of the Access Manager for conducting internal audits. Access Manager creates the
organization, selects the services, and assigns the Organization Owner. Now, the owner of the
organization has the responsibility to add the client-side users to their organization.

Client Side

Client Admin can now add more Client Users to the organization if they want to. Client Admin
can create an assessment based on a template. These templates can be general templates or
custom templates, which are specific to an organization. Organization templates are created by
Client Admin if it is necessary for a particular assessment. Such templates are only visible to
the users of that particular organization. Organization templates are published without any
external or internal review. Client Admin creates an assessment and assigns the Client User
roles, which are Assessor, Supervisor, and Assessor. These roles are only specific to the
assessment. Hence, they are task-based roles. An Assessee can be a Supervisor for another
assessment, and vice versa. Hence, a Client User can have multiple roles at the same time.
These roles can be assigned to different subsections in the assessment. So, different subsections
can have different Assessee, Supervisor, and Assessor, but one Client cannot have multiple
roles in the same subsection.

Assessments and Reports

An assessment will be created by the Client Admin, which then first goes to the Assessee.
Assessee will complete their part of the assessment before the due date. That subsection will
then be visible to the Supervisor for review, who will then give feedback on it. The supervisor
can send it back to the Assessee for changes if they are unsatisfied with the Assessee’s answers.
If not, then they can approve the part, which can finally go to the Assessor. Once the Assessor
gets the complete assessment from the Supervisor, they can then start scoring it based on the
answers and evidence provided. Once everything is scored and given feedback, a report is
generated of the complete assessment. This report will then have the scores, mentions,
feedback, suggestions, and metadata.

TESTBED SETUP AND CONFIGURATION DETAILS
Environment Configuration
* Development Environment:
1. Node.js version 18.x or higher
2. MongoDB version 6.0 or higher
3. Use npm for package management
4

. Import the dotenv library, and a file is created in the root directory to configure essential
environment variables:

NEXTAUTH URL="Enter the Next URL”
NEXTAUTH SECRET= “your secure nextauth secret”
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DATABASE URL= Enter Database URL”

ENCRYPTION KEY="your-secure-32byte-key-for-file-
encryption"

Technical Stack

* Frontend:
React.js 18.x
Next.js 14.x (App Router)
TailwindCSS 3.x
Headless Ul

A e

Heroicons
* Backend:
1. Next.js API routes
2. MongoDB (using MongoDB Client and Amazon EC2)
3. NextAuth.js for authentication
4. berypt.js for password hashing
Database Setup

* The CAT system uses an architecture where each client organization has a separate
MongoDB database, where the User information, organization-based custom templates,
assessments, and reports are stored.

= The Access Manager dedicates specific databases for each organization, which ensures
data isolation between clients and organizations.

* Simply connect to the Localhost for the MongoDB connection. Predefined databases will
be visible.

RESULT AND DISCUSSION

(a) Security Coding Practices: During the development, industrial standard secure coding
practices were maintained. Key implementations included here with berypt-based password
hashing, input sanitization, and protected API routes with role-based access. No known
vulnerabilities (SQL injection, XSS, etc.) were found both in manual testing and automatic
security linting which shows high integrity in the codebase [23].

(b) Authentication using JWT Tokens: The application adopts JSON Web Tokens (JWT) for
session-based authentication, securing and maintaining stateless access control among the
different user roles. This mechanism has denied all attempts at unauthorized access in every
testing scenario and has also permitted scalable session validation while avoiding server
overload with session data.

(c) SMTP Integration for Alerts: SMTP services provided by Google (Nodemailer) were added
to make automatic email alerts possible. These were checked for happenings like user creation,
assessment assignment, and submission confirmation. Email dependability and delivery time
were measured under test loads; delivery was steady in all trials, improving user engagement
as well as audit tracking.
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Figure 2: Client Admin Dashboard

(d) Efficient API Calling: The setup worked around RESTful APIs, which were meant to be
quick. The time taken by the APIs to give a response was checked for the main parts, and it
was less than 200ms when averaged. Just to add more strength against heavy usage, we applied
rules on the rate of calls and errors, too.

(e) Performance Under Load: The application was tested with simulated user activity for
multiple organizations. The microservice-oriented architecture and the strategy of having one
database per organization helped us achieve our main objectives, which were to maintain
system stability and ensure data isolation. MongoDB’s performance was efficient, especially
with the consolidated assessment schema, it remained optimal even at scale.

(f) Robust and Access Control: By including multiple roles with appropriately defined
permissions and abilities, the access control becomes impeccable and robust. The chances of
accessing protected data and functionalities by unauthorised users is slim. These
implementations increase the security levels of the overall system[13].

(g) Transparency and Accountability: An assessment that is being conducted, has all the
involved users in sync, through status alerts. Status shows which party is currently working on
it [6]. It reflects to all users involved users if the Assessee that is currently working on or if the
Supervisor is suggesting some changes. This results in better implementation of transparency
and accountability throughout the process, for all users.

CONCLUSION

This research demonstrates the successful implementation of a secure, scalable, and modular
Compliance Audit Tool (CAT) designed to streamline audit management across multiple
organizations. By integrating a hierarchical access architecture, customizable workflows,
secure authentication (via JWT), granular API-level access control, and robust secure coding
practices, CAT ensures data integrity, confidentiality, and usability. The system's RESTful
APIs, combined with MongoDB’s multi-tenant document model, provide high performance
and strong data isolation, supporting enterprise-grade scalability. Under rigorous test
conditions, CAT exhibits excellent responsiveness and reliability, confirming its suitability for
diverse organizational contexts. The scope of this research covers secure audit workflow
management, real-time communication, and scalable data handling. The results validate that
CAT not only addresses current compliance and auditing demands effectively but also
establishes a strong foundation for future advancements like real-time analytics, compliance
dashboards, and integration with external regulatory systems.
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